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design making the screen image mare realistic and responsive design providing website usability
on any portable device, 5o with that more and more people joining social networks today. Calling
Cut All Woman Entrepreneurs to join The Being Waoman 1o take your business to new heights.
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Cyber Crime
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In the rise of the COVID-19 pandemic, the entire
world has shifted online. While some naturally
adapted to this adjustment, others found it confusing
and hard to follow. This made many people primed
targets for hackers and scammers, especially citizens
who were not as tech savvy or knowledgable about
scams. Unknowing citizens can make easy victims

for hackers, and leave the individuals vulnerable to
cyber attacks. These individuals should be made aware
properly about how scams and hacks work, so they
can better protect themselves from fraudsters who may
steal their data or savings.

Email Fraud

1. How does it work?

e Victim’s account is compromised using one of many
tools including:

e Phishing Emails: sent from allegedly genuine
accounts asking you to change your credentials in
pretext of a system update, technology upgrade, data
loss, etc. Once you enter your information, the page
then steals it.

e Spam Emails: Scammers send you spam/unsolicited
emails with attachments or links which have
malwares embedded in them. These malwares could
range from keyloggers to programs that screenshot
or read and transmit the information you enter. Once
you click the link/attachment, the malware discreetly
gets downloaded onto your device.

0.What will the hackers do?

e Send messages/emails to your contacts asking for
money

e Be able to access your other accounts and credentials

2% / fogmgma « &R R0
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of those accounts
e Ask clients, customers, or contacts to pay money to a
different bank account

0.Take precautions

e Use 2FA (Two-Factor Authentication)

e Do not open anything or click on any links from
someone you do not know

e Make your password a minimum of 8 characters
long, with at least one uppercase, one lowercase, one
number and one symbol. Do not tell anyone your
password. Change your password every 2-4 months.

e Do not write your password on cheat sheets which
can be seen by others

Mobile Application-Related Crimes

1.How does it work?

e More and more of the population is shifting to
smartphones, tablets, and computers, making their
operating systems (OS) a soft target for hackers

e Applications distributed through app stores pose
the largest malware threat. This is because most app
stores, which are controlled by an OS, have little
protocol regarding apps. Basically, anyone can create
an ‘app’ and put it on the app store (as long as it is a
working program).

e A malicious file is also considered a working
program, making it very easy for hackers to spread
malware across thousands of mobile devices.

0.What will the hackers do?

e Fake apps might redirect customers to illegitimate
websites to steal information.

e Fake apps might ask you to subscribe to a premium



or VIP version of the app, then steal your money.

0.Take precautions

e Be wary of any apps you download

e Check the validity of the app. This includes checking
the publisher (have you ever heard of them before?),
ratings and reviews (fake apps will have little or
none, while genuine apps will have thousands),
looking for spelling mistakes (is it the publisher’s
first language?), and reading the apps permissions. If
anything looks fishy, do not download the app.

e Scarch for the name of the app. If no results come up,
it is probably not a real app

e Check if the ratings come from verified downloaders.
Often, companies will create alternate accounts to
rate their own app well, giving the illusion that it has
many reviews.

e Always log out of financial accounts after use (online
shopping accounts, bank accounts, etc.) Ransomware

1.How does it work?

e In simplest terms, ransomware keeps you from your
files, apps, or systems until you pay a certain amount
of money, or a ransom (hence the name).

e Organizations and companies are more likely to be
attacked with this method than a single person.

e Once it is on one device in a system, it can quickly
spread to many more.

0.What will the hackers do?

e The ransomware will leave your files inaccessible no
matter what you do. Hackers will ask for a sum of
money, and in exchange, you will be able to access
your files again.

0.Take precautions

e Have backups for your data and implement
technology that can scan for ransomware.

e Have a genuine, updated antivirus in your system.

e Use web and email filters on your network to filter
out malicious files.

e Never click on unsolicited links, even if they are
from someone in your contacts. They could have
been hacked.

Phishing

1.How does it work?

e Phishing is a type of fraud that is carried out through
emails. It is designed to trick you into giving a
scammer your credentials. The scammers will send
fake emails to customers, looking like bank officials,
and ask to verify or update their account information
with a link in the email. The link will take you to a
website that looks like a genuine website and will ask
you to fill in your information.

e Other forms of phishing include vishing (voice

phishing, carried out over a phone call) and smishing
(carried out through SMS).

0.What will the hackers do?

e Once a scammer has your information, it is game
over. They could use your passwords to make
illegitimate transactions or figure out your other
credentials.

o SIM swaps: scammers get a new SIM card issued
against your registered mobile number. With this new
SIM card, they get OTPs (One Time Passwords) and
alerts required to make financial transactions.

0.Take precautions

® Check the website URL. The ‘s’ in ‘https://’ stands
for secure! Be wary of any websites that start with
just ‘http://°.

e Never share personal information like username,
passwords, bank account no. through SMS, call, or
email.

e [f a scammer is asking you to go to a company
or bank website, type in the web address yourself
instead of clicking a link.

e Remember: banks and their representatives will
almost never send SMS or call them over the phone
to ask for or confirm personal information as well as
send OTPs.

Social Media Frauds (Facebook, Instagram,
Twitter)

1.How does it work?

e Social media scams are becoming more and more
common. In crimes like these, the scammer meets
the victim through social media, primarily Facebook,
and quickly becomes friends. Then, the scammer
claims that because they live outside of India, they
are sending the victim gifts through courier. After a
few days, the victim gets a call from (allegedly) the
Indian Customs department. Customs says they are
calling because the gifts contain a lot of foreign cash,
jewelry, etc. and in order to claim that, the victim
must pay customs charges, GST, etc. The victim
essentially sends huge sums of money to a scammer.

0.Take precautions

e Keep personal information private online

e Never accept friend requests from strangers online

e Never send people you do not know money, no
matter how small the sum

e Always cross-check with Customs, Foreign Embassy,
airport authorities, etc.
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